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ABSTRACT

In cloud storage systems, attribute-based encryption (ABE) is widely utilized to achieve fine-
grained access control and ensure data confidentiality. Single-authority ABE (SA-ABE), however,
presents a significant limitation: it relies on a single attribute authority to assign user attributes,
restricting data sharing to within that authority’s domain and preventing collaboration across
multiple authorities. In contrast, multi-authority ABE (MA-ABE) overcomes this constraint by
enabling data sharing among distinct attribute authorities while preserving access control
granularity and confidentiality. Despite these benefits, existing MA-ABE schemes face challenges,
particularly when deployed on resource-constrained devices. Most implementations depend on
computationally expensive bilinear pairing operations, making them impractical for such
environments. Additionally, attribute revocation remains a critical issue in MA-ABE, with many
proposed solutions lacking efficiency. To address these shortcomings, this paper introduces an
efficient, revocable multi-authority attribute-based encryption (RMA-ABE) scheme tailored for cloud
storage, leveraging elliptic curve cryptography. By avoiding bilinear pairing, our approach
significantly reduces computational and storage overhead, making it suitable for resource-limited
devices. We provide a security analysis demonstrating that the proposed scheme achieves
indistinguishability under adaptive chosen plaintext attacks, with its security rooted in the
hardness of the decisional Diffie-Hellman problem. Compared to existing methods, our RMA-ABE
scheme offers superior efficiency in both computation and storage, providing a practical solution
for secure, scalable data sharing in cloud environments.

I.INTRODUCTION

Cloud storage, a key application of cloud computing, enables individuals and organizations to store vast
amounts of data remotely, shifting away from local systems. While this offers convenience, it raises
significant privacy concerns, as cloud service providers could potentially access or analyze data for
unauthorized purposes. To mitigate these risks, various encryption methods have been explored.
Traditional public key encryption, for instance, secures data but lacks flexibility, preventing data owners
from achieving fine-grained access control.
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Il. LITERATURESURVEY
YEAR |AUTHOR(S) | TITLE OUTCOMES
2023  |(Zhangetal. "IntelligentParking This study presents an loT-based parking
Management System | management system that
Using loT and Machine | utilizesmachinelearningalgorithmsfor real-time parking
Learning" space detection and prediction. The outcomes

demonstratedasignificantreductionin  parking search
time and increased user satisfaction. The system was
found to effectively manage parking resources and
reduce congestion in urban areas.By integrating data
analytics, the proposed solution showed potential
forscalabilityandadaptabilityto various urban
environments

2022 Pateland "Smart Parking | This review article discusses the evolution of smart
Singh Systems:AReview of | parking systems, focusing on technologies such as

Current Trends and | loT, mobileapplications,anddataanalytics. The authors

Future Directions" highlighted the effectiveness of real-time data in

enhancing user experience and optimizing space
utilization. Key outcomes include identifying
challenges in system integration and suggesting
future research directionsto improve the accuracy and
reliability of parking solutions. The review
emphasizestheneedforuser-centric designs to increase
adoption rates.

lll. EXISTINGSYSTEM AND PROPOSED SYSTEM

Current multi-authority attribute-based encryption (MA-ABE) schemes face significant challenges when
applied to resource-constrained devices. These schemes predominantly rely on computationally intensive
bilinear pairing operations, which demand substantial processing power and energy, making them
impractical for devices with limited capabilities, such as 0T devices or mobile systems. Additionally, a
critical limitation of existing MA-ABE systems is their inefficient handling of attribute revocation. In cloud
storage environments, where multiple users may share attributes, revoking an attribute from one user often
impacts others, requiring complex and resource-heavy solutions like re-encryption of data or timestamp-
based updates. Despite various attempts to address this issue, the proposed solutions remain inefficient,
failing to achieve immediate revocation without incurring significant computational overhead.
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Advantages:

MA-ABE schemes allow data owners to enforce precise access control by defining attribute-based policies,
ensuring only authorized users can decrypt data.

Unlike single-authority ABE, MA-ABE supports multiple independent authorities to manage attributes,
enabling data sharing across diverse domains or organizations.These systems provide robust encryption,
ensuring data confidentiality in the cloud, even if the cloud provider is untrusted.

Disadvantages:

The reliance on bilinear pairing operations leads to high computational complexity, making these schemes
unsuitable for devices with limited processing capabilities.Attribute revocation in MA-ABE systems is
inefficient, as methods like re-encryption or timestamp updates impose significant computational and
communication overhead.These schemes are resource-intensive, often causing performance bottlenecks
in resource-constrained environments.Implementing and managing MA-ABE systems requires advanced
cryptographic expertise, increasing dependency on skilled personnel for deployment and maintenance.

To address the limitations of existing multi-authority attribute-based encryption (MA-ABE) systems, we
propose an efficient revocable multi-authority attribute-based encryption (RMA-ABE) scheme tailored for
cloud storage environments. Unlike traditional MA-ABE schemes that rely on computationally expensive
bilinear pairing operations, the proposed RMA-ABE scheme leverages elliptic curve cryptography (ECC),
which significantly reduces computational overhead while maintaining strong security. This makes the
scheme suitable for resource-constrained devices such as IoT and mobile systems. A key feature of the
proposed system is its efficient attribute revocation mechanism, which overcomes the inefficiencies of
existing methods like re-encryption or timestamp updates. By integrating a version key-based approach
and leveraging proxy re-encryption, the RMA-ABE scheme ensures immediate attribute revocation without
affecting non-revoked users, minimizing both computational and communication costs. The system also
simplifies the implementation process, reducing the dependency on advanced cryptographic expertise.
Security analysis demonstrates that the proposed scheme achieves indistinguishability under adaptive
chosen plaintext attack, with its security rooted in the hardness of the decisional Diffie-Hellman problem,
ensuring robust protection for data stored in the cloud.

Advantages:

The RMA-ABE scheme provides high accuracy in access control, ensuring that only authorized users with
valid attributes can decrypt data.lt offers low computational complexity by using elliptic curve cryptography
instead of bilinear pairing, making it efficient for resource-constrained devices.The system supports high
computational efficiency, enabling faster encryption, decryption, and revocation processes compared to
existing MA-ABE schemes.Implementation and management of the scheme do not require skilled
personnel, as the design simplifies cryptographic operations and revocation processes.
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Figure 1: Shows the Architecture of Proposed system

IV. CONCLUSION

The efficient revocable multi-authority attribute-based encryption (RMA-ABE) scheme for cloud storage,
developed in this project, effectively addresses the challenges of secure data sharing in cloud
environments, particularly for resource-constrained devices. The primary goal was to create a lightweight
and secure encryption scheme that overcomes the limitations of existing multi-authority attribute-based
encryption (MA-ABE) systems, such as high computational complexity, inefficient attribute revocation, and
the need for skilled expertise. By utilizing elliptic curve cryptography (ECC), the RMA-ABE scheme
significantly reduces computational overhead compared to bilinear pairing-based methods, making it well-
suited for devices with limited processing capabilities, such as loT and mobile systems.

A major contribution of this project is the efficient attribute revocation mechanism, which uses version key
updates and proxy re-encryption to enable immediate revocation without impacting non-revoked users,
addressing the inefficiency of existing methods like re-encryption or timestamp updates. The decentralized
architecture, with multiple independent Attribute Authorities, enhances scalability and privacy by eliminating
the need for a central authority, while the simplified design reduces the dependency on advanced
cryptographic expertise, making the system more accessible. The RMA-ABE scheme offers key
advantages, including high accuracy in access control, low computational complexity, high computational
efficiency, and ease of implementation without requiring skilled personnel. Security analysis confirms that
the scheme achieves indistinguishability under adaptive chosen plaintext attack, with its security based on
the hardness of the decisional Diffie-Hellman problem, ensuring robust data protection in the cloud.

IJISEA — editor@ijisea.org Page 12



http://www.ijisea.org/
mailto:editor@ijisea.org

ISSN: 2582 - 6379
Orange Publications

International Journal for Interdisciplinary Sciences and Engineering Applications
IJISEA - An International Peer- Reviewed Journal
2025, Volume 6 Issue 1

www.ijisea.org

In summary, the RMA-ABE scheme provides a practical solution for secure and efficient data sharing in
cloud storage, overcoming the drawbacks of existing MA-ABE systems. Future work could explore
optimizing the revocation process for larger-scale systems and integrating the scheme with technologies
like blockchain to further enhance security and support dynamic policy updates, expanding its applicability
in diverse cloud-based applications.
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